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AyTteHTH)HUKAIHSA

bezonacnocts nHpopmanuu

I'ocynapcTBenHas
nH(pOPMALMOHHAS CHCTEMa

Hoctyn k unGopmanuu
JocTynHOCTh

3amuta HHGOpPMALUU
OT HECAaHKIIMOHUPOBAHHOT'O
J0CTyTa

3amumaemas HHGOPMAaIIHs

WNnentuduxanus

WNudopmanronHas cucrema

Nudopmannonnsie pecypcsl

WNudopmanronnsie
TEXHOJIOTUHU

WNudopmanus

KonTponupyemas 30Ha

KouduneHnmanbHOCTb

O06paboTka nmepcoHaNbHbBIX
JTaHHBIX

TEPMHWHBI U OITPEJEJIEHUSA

Jle#icTBUsI 1O TIPOBEpPKE TOJUIMHHOCTH CyOBEKTa JOCTyIa
B HH(OPMALIMOHHON CUCTEME

CocrosiHue  3aIIMIIEHHOCTH  WH(GOpPMAIMK,  [PH KOTOPOM
o0ecreveHbl ee KOH(UIEHIINATbHOCTD, JNOCTYITHOCTh
U LEJIOCTHOCTh

Nudopmannonnas cuctema, cosjaBaeMasi B IENSIX pealn3aluu
IIOJIHOMOYUI roCy/1apCTBEHHBIX OpraHoB
u obecrieueHUs: 0OMeHa HH(pOpMAIUEH MEXTy STUMH OpraHaMHu, a
TaKKe B MHBIX YCTAHOBIICHHBIX (hefepaibHbIMU 3aKOHAMU IIETISX
BosmoxHOCTh oTyueHus: ”HGOPMAIUHU U €€ UCIIOJIB30BaHuUs
Cocrostnre  wHpOpPMALMU, XapaKTEPU3yeMOE€  CIIOCOOHOCTHIO
TEXHUYECKUX  CPEACTB W  MHGPOPMAIMOHHBIX  TEXHOJOTHM
oOecrieunBaTh OECHPENATCTBEHHBIH JOCTYn K HWH(POpPMAaLUU
CyOBEKTOB, UMEIOIUX HA ATO MOJHOMOYHS

3ammta WHPOpPMAlNWW, HANpaBJICHHAs Ha NPEIOTBPALICHHE
MOJIy4YeHHUsl 3allMIaeMoi HHQPOpPMAIMM 3aWHTEPECOBAHHBIMU
CyObeKTaMH C HapyILIEHUEM YCTAHOBJIEHHBIX HOPMAaTHUBHBIMU
W TpPaBOBBIMU JIOKyYMEHTaMH (akTaMu) WK 00JajaTensiMu
uHbOpMAlMM TpaB WIA TpPaBWI pasrpaHUYCHHS JOCTyMa
K 3amuuiaeMoi nHpopMauu

Wndopmanus,  sBisomascs  OPEeAMETOM  COOCTBEHHOCTH
U TIO/UIeXKAIIast 3alIUTE B COOTBETCTBUH C TPEOOBAHUSIMH IPABOBBIX
JOKYMEHTOB 17031 TpeOOBaHUSIMH, yCTaHaBJIMBAEMBbIMU

coOCTBEHHUKOM HMH(pOpMaIuu

[IpucBoenne cyobekTaM U 00BEKTaM JIOCTyNa WACHTU(DHUKATOPA U
(M) cpaBHEHHUE MPEIbIABIAEMOr0 HACHTU(DHUKATOPA C IEpeUYHEM
MIPUCBOCHHBIX MIEHTH(PHUKATOPOB

CoBOKYNHOCTb cojiepxarieiics B 0a3ax JaHHBIX HH(POpPMaLUU
1 o0ecneunBaoIuX ee 00padoTKy HHPOPMAITMOHHBIX TEXHOIOTHH
U TEXHUUYECKUX CPECTB

OTnenbHBIE JOKYMEHTBI M OTIEIbHBIE MAacCHUBBI JIOKYMEHTOB,
JOKYMEHTBI M MacCHBBl  JOKYMEHTOB,  COJEprKalluecs
B MH(OPMALIMOHHBIX cucTeMax (OuOIMoTeKkax, apxuBax, (poHAax,
0aHKax JJaHHBIX, THPOPMAITMOHHBIX CUCTEMAaX JIPYTUX BHUJIOB)
[Ipoueccel, MeTonpl moOHCKa, cOopa, XpaHEHHs, OO0pabOTKH,
NPEJOCTABIECHUS, PACIPOCTPAaHEHUs HWHQPOPMALMU U CHOCOOBI
OCYIIECTBIICHHSI TAKUX MPOIECCOB  METOJIOB

Cenenus (cooOmienus, JTaHHbBIE) HE3aBUCUMO
oT (hOPMBI MIX TIPEICTABICHHUS
[IpoctpanctBo  (Teppuropus,  374aHHE,  YacTh  3JaHUs),

B KOTOPOM HCKITFOYEHO HEKOHTPOJHpYyeMoe NpeObIBaHWE JIHII, HE
UMEIOIIMX MOCTOSIHHOTO WJIM Pa30BOTO JOMYyCKa, U MOCTOPOHHUX
TPaHCTIOPTHBIX CPEJICTB

OO6s3arenbHOE IS BBIMOJHEHUS JTUIIOM, MOJYYUBIIMM JOCTYI K
ompeneaeHHON wHboOpMaIi, TpeOoBaHWE HE TepeaaBaTh TaKYHo
nH(OpMAIIHIO TPETHUM JIHIIaM Oe3 coriacus ee obaanaTens
JleiicTBus (onepannu) ¢ epcoHaNbHBIMU JaHHBIMU, BKITIOUasi cOop,
CHCTEMaTHU3alluIo, HaKOIIJICHHUE, XpaHEeHHUe, yTOUHEHHE
(oOHOBIIEHHE, HW3MEHEHHUE), HCIOJIb30BaHUE, PACIPOCTPAHEHUE
(BTOM umcne mepenady), oOe3NWYMBAHUE, OJOKHpPOBAHUE,
YHHUYTOKCHHE TIEPCOHATBHBIX TaHHBIX



Oneparop

[lepconanbHble 1aHHBIE
VYrpo3a 6e3omacHocTu

uHpOpMaIU

VAI3BUMOCTE

LlemoctHOCTH

TPOXIAHWH WJIA  OPUIUYECKOE  JIMIO,  OCYHIECTBISIONINE
NEeSTENbHOCTh [0 DJKCIUTyaTallud WH(GOPMAIMOHHOW CHCTEMBI,
B TOM 4HClIe MO 00paboTke HWHPOpPMALMH, COACpIKAIICHCS
B ee 0a3ax JaHHBIX

JIrobast wHpoOpManMs, OTHOCSINASACS K MPSIMO WJIH KOCBEHHO
OTIpEeICTICHHOMY HJIU OTIpeeiieMOMY (PU3HUECKOMY JIHILY
COBOKYITHOCTD YCJIOBUHU M (PaKTOPOB, CO3AAIONIUX MOTCHINAIBHYIO
WM PEabHO CYIIECTBYIONIYIO OMACHOCTh, CBS3AHHYIO C YTEUKOU

nHpopmauu W/WIM HECAaHKIIMOHUPOBAHHBIMH u/unm
HenpeIHaMEPEHHBIMH BO3/ICHCTBUSIMU Ha HEe
Henocratok (cmabocTh) MIPOTPaMMHOTO

(mporpaMMHO- TEXHHYECKOT0) CpeICTBa WU WH(OPMAIMOHHOU
CUCTEMBI B IIEJIOM, KOTOPBIN (KOTOpasi) MO>KET OBbITh UCIIOJIb30BaHA
JUISL pean3aluy yrpo3 0€30macHocTd HH(opMaIu
YcroiiuuBocth  uMHGOpMAIMM K HECAHKIHOHUPOBAHHOMY
WM ciydyailHOMY BO3JEHCTBUIO Ha Hee B Ipouecce o0paboTku
TEXHUYECKUMHU CPEACTBAMHM, PE3YJIbTaTOM KOTOPOTO MOKET OBITh
YHUYTOXXEHUE U UCKAKEHNE HH(DOpMAIIH
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1. OBIIUE MOJIOKEHUS

Hacrosimass Ilonutuka sBiIseTcss JOKYMEHTOM, OIPEACISIONIMM HaIlpaBJICHUS JEATEIbHOCTU
B 00nactu o0ecrieueHHst THPOPMALMOHHON 0€30MacHOCTH U MpeACTaBiIsIeT co00H CUCTEMaTU3UPOBAaHHOE
M3JI0KEHHUE LIeNel U 33/1a4 HHPOPMALIMOHHOM 6€3011aCHOCTH, KaK OJTHO MJIM HECKOJIBKO MPABUIL, IPOLEAYP,
MPAKTUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIMIIOB, KOTOPhIMU pykoBoacTByeTcst ['bOY mikona Ne 320,
a TaKKe OPraHU3alMOHHBIX, TEXHOJOTHYECKUX U MPOLIEAYPHBIX aCIIEKTOB 00ecreueHus: HH(POPMAIIMOHHOMH
0€301MacHOCTH.

[Tonoxenus Hactosmel [loMUTHKN HE pacmpocTpaHsIOTCS Ha obecredeHrne MHPOPMALUOHHOM
0€30I1aCHOCTH CBE/IEHUI, COCTaBIIAIOIUX FOCYJAPCTBEHHYIO TaliHY.

OcHoBHOW  3amaueid B  obmactu  uH(popMmanmoHHOM  Oe3omacHoctd ['BOY  mkona
Ne 320 mnpusHaer COBEpUIEHCTBOBAaHME MeEp M CpPEACTB OOecledyeHus 3alluThl HH(pOpMaLUU
uHpopmannoHHbIX pecypcoB 'BOY mkona Ne 320 B KOHTEKCTE pa3BUTHS 3aKOHOAATENbCTBA Poccuiickoi
denepanii M HOPM  PEryJMpOBaHUS MH(POPMALMOHHOM JEATEIBHOCTH B TEKYIIMX YCIOBHAX
(GyHKIMOHUPOBAHUS HH(POPMAITMOHHOTO TIOJIS.

ITpu paszpaborke [IOMUTHKM YUUTBHIBAIMCH OCHOBHBIC MPUHLUIBI CO3JaHHMS CUCTEM 3allUThI
uHbOpManuy, XapaKTePUCTUKU u BO3MOKHOCTH OpPraHU3allMOHHO-TEXHUYECKUX Mep
U COBPEMEHHBIX ITPOrPaMMHBIX U alapaTHO-IPOrPaMMHBIX CPE/ICTB 3aIUThI HHPOPMALIUU.

B pamkax cBoeit gestenbHocTH ['BOY mikona Ne 320 06s13yeTcsi npeATpuHUMATh BCE BO3MOXKHbBIC
MEpBI JUIs 3alUThl HH(OPMALMU OT Yrpo3 6€300aCHOCTH UHPOPMALIUY.

TpeboBanust MHPOPMAMOHHOW O€30MaCHOCTH, COOTBETCTBYIOT MLEJsM jaesrenbHoctH [BOY
mkosna Ne 320 u npeaHa3HayeHbI 17151 CHUKEHUS PUCKOB, CBSI3aHHBIX C peajln3alueil yrpo3 0€30macHoOCTH
uHpOpMaInH.

[Tonmutuka noctynHa BceM pabotHukam I'BOY mikona Ne 320 1 Bcem M0Ib30BaTENSM €TO PECYPCOB.

2. TEJIA U 3ATAYM OBECIIEYEHUSI HH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexThl HHPOPMALMOHHBIX OTHOIICHHIT

CyOnexramu ripu obecrieuennu nHGopmannonHoit 6e3omacHoctu B 'BOY mikona Ne 320 siBisitores:

paOOTHUKU CTPYKTYPHBIX MOApa3/eNeHH (B TOM YUCIIE YBOJICHHBIE);

rpaxaaHe, paboTarolye o JoroBopaM rpakJaHCKO-IIPaBOBOr0 XapaKTepa;

¢du3nyeckue auIa, IpecTaBUTeNIM KOHTPAreHTOB B paMKaxX MCIIOJIHEHUS IOTOBOPHBIX 00513aTEIbCTB;

¢dbusndeckue nuia, nojaasmue odpamnienue B aapec ['bOY mikomna Ne 320;

IOPUIMYECKHUE JIMLA, B paMKaX HCIHOJIHEHUs JOTOBOPHBIX O0S3aTE€IbCTB WM BO HCIOJHEHHUH
TpeboBaHUM CO CTOPOHBI 3aKOHOIaTENbCTBA Poccuiickoit Denepanny;

OpraHbl TOCYJapCTBEHHOM BJIACTH.

O0bexkTh HHPOPMALMOHHBIX OTHOIIEHUH

OO6bexTamu HH(GOPMAIIMOHHBIX OTHOILIECHHUN SBISIOTCS:

nHpopmanronusie pecypebl I'BOY mixona Ne 320;

roCy/1apCTBEHHbIE nH(pOpMaIMOHHbIE CUCTEMBI Oneparopom KOTOPBIX SABJIAETCS
I'bOY mkona Ne 320;

nporeccel  00paboTku uH(opmaruu B HH(popManuoHHBIX cuctemMax ['BOY mkoma Ne 320,
MH(OPMALIMOHHBIE  TEXHOJOTUH, perjaMeHThl M TOpoueaypsl cOopa, oO0pabOTKH, XpaHEHUus
U mepenayu nHpopMaluy;

nHpopManuoHHass ~ WHPPACTPYKTypa,  BKIIOYAMONIIAsl  CHUCTEMBI  OOpaOOTKH,  XpaHEHUs
U aHaiu3a nHpopMaluu, IPOrpaMMHbIE U IPOTrPaAMMHO-aNapaTHbIe CPEJCTBA, B TOM YHCIIE KaHAIbI CBSI3U
Y TE€JIEKOMMYHHUKALIUU;

CUCTEMBl U CpEJICTBa 3allUThl MHPOpPMAlUU, OOBEKThl M MOMEUICHHs, B KOTOPBIX pa3MeEIIeHbI
cpeacTBa 00paboTKK UHPOPMALIUH.

esan o0ecnieyeHuss UHGOPMALMOHHOM 0€30MMACHOCTH

OcHoBHO# 11enbI0 0OecnieueHus nHpopmannonHoi 6ezonacHoctd ['BOY mikoma Ne 320 sBustoTcst
NeNCTBYS, HAalpaBJCHHbIE HAa JOCTHXKEHHE 3alllUThl CYObEKTOB HH(OPMALMOHHBIX OTHOLIEHUH OT
BO3MOKHOT'O HAHECEHUS UM MaTEePUAIBHOT0, (PU3NYECKOT0, MOPAJILHOTO HJIM UHOTO yIIep0a, MoCpecTBOM



cllyyaifHoro WIH IPEJHAMEPEHHOTO BO3CHCTBUS Ha HUH(pOpMaLHIO,
B TOM YHCIIE:

obecreyeHns: 0TKa30yCTOMUUBOro (PyHKIIMOHUPOBAHUS IIPOrPAMMHBIX U alllapaTHO-IPOrPAMMHBIX
cpeactB I'BOY mikona Ne 320 u npegocTaBisieMbIX CEpBUCOB;

COOJIIOJIEHHSI TPABOBOT'0 PEKMMa UCII0JIb30BaHHS MAaCCUBOB M CPEJICTB 00pabOoTKU MH(pOpMaIuy;

MPEJOTBPAICHHS pealln3alluil yrpo3 6€30MacHOCTH HHPOPMALIUH IIPU OCYIIECTBICHUH AEATEIbHOCTH
I'bOY mkona Ne 320.

3agauu obecrnieyeHus HHPOPMAILMOHHOI 0e30MACHOCTH

JlocTikeHue 1eneit odecreuenus: HPOPMAMOHHON 0e30macHOCTH U cBOicTB nHpopmanuu, [ BOY
mkoJia Ne 320 pemaercst cieayronuMy 3aja4aMHu

3alIUThl OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIA K MH(MOPMAIIMOHHBIM pecypcam;

pasrpaHMuyeHMsl JOCTyla II0JIb30BaTeNeil K MH(POPMALMOHHBIM, allapaTHbIM, [POrPaMMHBIM
U UHBIM pecypcawm;

perucTpanuy 1 NepruoJuyeckoro KOHTpoJIsd 1eHCTBUI Moib30BaTeNnei npu o0paboTke 3aluIaeMon
nHPOPMAINY U IEPUOANIECKUNA KOHTPOJIb KOPPEKTHOCTH MX JICHCTBHIA;

KOHTPOJIS LIETIOCTHOCTH CPE/Ibl UCIIOJIHEHUS IPOrPaMM U €€ BOCCTaHOBJICHHE B CIIydae HapyILICHMS;

obecrieyeHus ayTeHTH(UKaUN 5 UJCHTU(DHUKAIIH II0JIb30BaTENEMH, Y4aCTBYOIIUX
B MH(OPMAIIMOHHOM OOMEHE;
o0ecrieueHns UCIIPABHOCTH MIPUMEHSIEMBIX B UH(POPMAITMOHHBIX cHCcTEMAax

I'bOY mikona Ne 320 cpeacTs 3aniuThl HHPOPMAIINH;

CBOEBPEMEHHOTO  BBISIBJICHHE HCTOYHMKOB yrpo3 0Oe3omacHOCTH WHGOpMAHMK, MPUYHH
U YCIOBUH, CHOCOOCTBYIOLIMX HAHECEHUIO yllepOa 3auHTEPECOBAHHBIM CYObEeKTaM HH(OPMAIMOHHBIX
OTHOIIICHHH;

CO3JIaHMEM CIIy’)KObl MOHUTOPMHIAa M pEarupoBaHUs Ha yrpo3bl 0e30macHoCTH HHGOpMauu
1 HETaTUBHBIE M1OCIIECTBUS;

CO3/IaHHEM YCJIOBUH JUIsi MUHUMHU3ALlMM HAaHOCHUMOIO yIlepOa HENpaBOMEPHBIMH JACUCTBUSIMH, U
ycTpaHEeHHe MOCIIeCTBUIN HapyeHus: nHpopManmonHoi 6e3onacHoctu B ['BOY mikoma Ne 320.

Pemenue BolenepeunciaeHHbix 3a1a4 B 'bOY mikona Ne 320 ocymiecTBisieTcs OCpeaCTBOM:

ydyeTa Bcex MOJUIeKaIluX 3alUTe HHPOPMALMOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS JEHCTBUI IepcoHana, OCYIIECTBISIONIErO OOCIYyXMBAaHUE WU MOAU(DUKAIINIO
IIPOrpaMMHBIX M IPOrPAMMHO-ANIMAPATHBIX CPEICTB MH(POPMALMOHHBIX CUCTEM;

perinaMeHTalluy TpoleccoB 00paboTku wuHpopmanuu, neictBuil pabotHukoB I['BOY mkona
Ne 320, ocymiecTBISIFOIIMX IKCIUTYaTalMIO IPOTPAMMHBIX M TPOrPaMMHO-aINapaTHBIX CPEJICTB, HA OCHOBE
YTBEPKJICHHBIX OPraHU3aIl[MIOHHO-PACHIOPSAUTENBHBIX TOKYMEHTOB MO 3alIUTe HHPOPMALIUY,

Ha3HAYEHUs] U MOJrOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 3a OPraHU3allMI0 U OCYLIECTBIIEHUE
MepOoIpUATHIi o o0ecniedueHnto nHpopMalmonHoit 6ezonacHoct B 'bOY mikona Ne 320;

HaQJEJCHUs KaX/J0ro pabOTHMKAa MHUHUMAalbHO HEOOXOAMMBIMHM MpaBaMH Tpu  pabore
B MH(OPMALIMOHHON MHPPACTPYKTYPE COITIACHO UX JIOJKHOCTHBIM O0S13aHHOCTSIM;

COOJIIO/ICHUsT BCeMH PaOOTHHKAMH, SKCIUTYaTHPYIOIIMMH U OOCIY>KHBAIOIIMMHU NPOTPaMMHBIE U
MIPOrpaMMHO-aINapaTHble CpeACcTBa, TPeOOBaHUI OpPraHM3alMOHHO-PACTIOPSIUTEIbHBIX TOKYMEHTOB IO
BOIpoOcaM oOecriedeHns: HHPOPMALMOHHOM 0€30MacHOCTH;

MEPCOHANIBHON OTBETCTBEHHOCTBHIO KaXKJIOr0 pabOTHHMKA 3a CBOM JCHCTBHS, YYacTBYIOLIErO
B paMKax CBOMX (YHKIHMOHAJIBHBIX OOS3aHHOCTEH B Mpoleccax aBTOMAaTH3UPOBAaHHOM 00paboTKH
MH(OPMALIUK U UMEIOIIEro JOCTYII K pecypcaM HHPOPMAIIMOHHBIX CUCTEM;

peanuzanell TEXHOJOTMYECKMX IpoIeccoB 00paboTku uHPOpMAalMUM €  HCIOJIb30BaHUEM
KOMIUIEKCOB OPraHU3allMOHHO-TEXHUYECKUX Mep 3allUThl MPOTrPaMMHOI0 OOecHedeHus, MpOorpaMMHO-
anmnapaTHBIX CPE/CTB,;

MPUHATHS Mep MO OO0ecreueHuIo (U3NYECKOM IeIOCTHOCTH INPOrpaMMHO-aNMapaTHBIX CPENCTB
MH(POPMAIMOHHBIX CUCTEM U MOJIep)KaHUEM HEOOXOAUMOT0 YPOBHSI 3aIUIIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BaHUS MPOrPaMMHBIX M MPOTrpaMMHO-aNMapaTHBIX CPEACTB 3alluThl HH(GOpMaLUu
obpabarsiBaeMoM B [ BOY mikona Ne 320 1 aqgMHUHUCTPAaTUBHON TOJIEPIKKOIM MX NCIOIB30BAHNUS,

KOHTPOJIS COOITIOICHHS I10JIb30BATEISIMU MH(POPMALIMOHHBIX cucreM  TpeOoBaHMI
1o o0ecreueHn0 HHPOPMAITMOHHON O€30IaCHOCTH;



npoBeAcHUsT aHanu3a AG(OEKTUBHOCTH TPHHATHIX MEpP 3allUThl MHPOpPMAIUU U TPUMEHSIEMBIX
cpencts 3ammThl nHGopmanuu B ' BOY mkona Ne 320;

pa3pabOoTKH M pean3alliy MPEJI0KEHUH TT0 COBEPIICHCTBOBAHUIO CUCTEM 3alUThl HH(OpPMAIUU B
I'BOY mxoma Ne 320.

3. IMPUHIMUIBLI OBECIEYEHUS HH®OPMAILIMOHHOM BE3OITACHOCTH

Obecneuenre HMH(POPMAMOHHONW O€30MACHOCTH, JOJDKHO OCYILECTBJIATBCA B COOTBETCTBUU
CO CJIEIYIOLIMMH OCHOBHBIMHU IIPUHLIUIIAMHU:

IIpyuHUMI 3aKOHHOCTH

[Ipu BBIOOpPE MepompusATH MO 3ammTe HHGOPMAIMH, JOJDKHO COOJIOAATHCS JIeHCTBYIOIIEE
3aKoHOIaTeNbCcTBO Poccuiickoit Menepanuu B chepe 3anuThl HHGOPMAIIUH.

Bce paboTHUKM JODKHBI WMMETh MPEJCTaBICHHE 00 OTBETCTBEHHOCTH 3a IIPAaBOHAPYIICHUS
B cepe 3ammTel nHGopManuu. [IporpaMmMHo-anmapatasie cpeacTBa, npuMmeHsembie B ['bOY mikona Ne
320, NOKHBI MMETh COOTBETCTBYIOUIME JHUIICH3MH, O(PHUIMAIBHO MPUOOpETaThcs Yy MpeAcTaBUTENEH
Pa3pabOTYUKOB ATUX CPEJICTB UIIH SBIATHCS HHTEIUIEKTyallbHOU co0cTBeHHOCTRI0 ' BOY mikomna Ne 320.

IpuHIMI CHCTEMHOCTH

IIpu co3gaHuu CUCTEMBbI 3aIUUTHl JIOJDKHBI YUYMTBHIBATBCSA AaKTyallbHbIE YIpo3bl 0€30IacHOCTU
nHpOpMaIKY, BO3MOXKHBIE O0BEKTH W HANpPaBJICHUs aTaKk Ha Hee CO CTOPOHHBI HapymuTenei. Cucrema
3aLIUTHI JJOJKHA CTPOUTHCS C YIETOM HE TOJIBKO N3BECTHBIX KAaHAJIOB YTEUKH HH(DOPMAIUK, HO U C yYETOM
BO3MO>KHOCTH TOSIBJIEHUS] HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIIEUEHUH.

ITIpuHIMT KOMIJIEKCHOCTH

KommiiekcHOe MCTONB30BaHUE CPEACTB 3alIMTHl MH(MOPMALMU TPEAINOJIaraeT COrJIaCOBaHHOE
IIPUMEHEHHE NP OCTPOESHUH LEIOCTHON CUCTEMBI 3aIUTHI, IEPEKPBIBAIOLIEH BCE CYIIECTBEHHBIE YTPO3bI
6e3onmacHocTH MH(pOpMaIUK. 3anMTa JOJDKHA CTPOUTHCS SIeTOHNpOoBaHOo. Du3nyeckast 3alIuTa JOHKHA
obecneunBaTbcsi GU3NYECKUMU CPEACTBAMH U OPraHU3aLMOHHBIMU MEpaMH.

[Tpu nocTpoeHny, BHEAPEHUH U SKCILTyaTalliy CUCTEMBI 3aIIUTHI HHPOpManuu pykoBoactso [ BOY
mkona Ne 320 oOecrneuuBaer ycnoBus Ans 3((eKTHBHOM KoopAMHAIMM JAEHCTBUM BcexX JIMLL,
o0ecreunBaroIMX HHPOPMAIMOHHYIO O€30MTaCHOCTD.

IIpyHIHUI CBOEBPEMEHHOCTH

Pa3paboTka cucreMbl 3aliUThl MHQOpPMAIMM JIOJKHA BECTHCHh MapajyieIbHO C pa3paboTKOn
U HUHQOpPMAIMOHHOM  CUCTeMbl.  OTO  TO3BOJIMT  Y4ecTb  TpeOoBaHUS  0O€30MaCHOCTH
IpU TNPOEKTUPOBAHUM AapXUTEKTYyphl M, B KOHEYHOM cueTe, co3aaTb Oosiee 3(PQexTuBHbIE
MH(pOPMAaIMOHHbBIE CUCTEMBI, 00JIaJJat0I1e TOCTATOYHBIM YPOBHEM 3alUILEHHOCTH.

IpuHIMI NpeeMCTBEHHOCTH

[locTosiHHOE  COBEpIICHCTBOBAHME Mep UM CPEACTB 3allUThl HMHQOpPMAlMUd Ha OCHOBE
MIPEEMCTBEHHOCTH OpPraHU3alMOHHbIX M TEXHMYECKHUX pElIeHHWH, KaJpoBOro COCTaBa, aHajn3a
(GYHKIMOHMPOBAaHUS HWH(MOPMALMOHHBIX CHCTEM M CHUCTEMBbl €€ 3alllUThl C Y4YeTOM M3MEHEHUil
B METOJIaX U CPe/ICTBaxX repexnara nH(OpMaluy, HOpPMaTUBHBIX TPEOOBAHUH 1O 3alUTE UHPOPMAIIUH.

IIpyHIHUN 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpar Ha oOecrieueHne WH(POPMAIMOHHOW O€30MaCHOCTH U IIEHHOCTH
MH(POPMAIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOXKHOTO yIIepOa OT MX pasrJalleHusi, YHUYTOKEHUS U
uckaxxeHus. Mcronb3yemble Mepbl W CpeACTBa 3alllUThl HMHGOpPMALKMKU HE JOJDKHBI yXyAUIaTh
HPrOHOMHUYECKHE MOKa3aTeIr KOMIOHEHTOB HH(POPMAIITMOHHBIX CHCTEM.

IpuHIMI 0TBETCTBEHHOCTH

BosnoxeHne OTBETCTBEHHOCTH 3a olecriedeHue OezomacHOCTH MH(opManuu U ee oOpaboTKH Ha
Ka)KJ]0ro pabOTHHMKA B IpeJeIax ero NoJHOMOYMM. B cOOTBETCTBUM € 3TUM NMPUHIUIIOM pacipeeieHue
npaB M 00s3aHHOCTEH paOOTHUKOB CTPOUTCS TaKMM 00pa3oM, YTOOBI B Cllyyae Jr000T0 HapyIIeHUs ObLI
W3BECTEH HaPYIIUTEb.

IpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peaan3yeMocTH

NHudopmaninonHble TEXHOJIOTHH, NPOrpaMMHBIE W MPOrpaMMHO-alNIapaTHbIe CPEACTBA, MEpPHI
3aIMThl MHGOpPMAIMM JOJDKHBI OBITh PEaTM30BaHbl 110 COBPEMEHHBIM peIIeHUSIM, OOOCHOBaHBI
C TOYKH 3pEHUs JOCTHXKEHUS 3a/laHHOTO YPOBHS 3alUIIEHHOCTH HWH(OPMALMU U SKOHOMHUYECKOU



1enecoo0pa3HoOCTH, a TakKe COOTBETCTBOBATh  YCTAaHOBJIEHHBIM HOpPMaM M TpeOOBaHUAM
1o 6e30MacHOCTH H(OPMAIIHH.

IMpunuun npodeccuonaIu3zmMa

Peanu3amnus mep 3ammthl HHGOpPMAMKM U SKCIUTyaTalldsl CPEJCTB 3allUThl WH(pOpPMAMK JOHKHA
OCYILIECTBIATHCS MPOGECCUOHATLHBIMU CIIEUATUCTAMHU.

[IpuBneyenune crnenUaIM3UpPOBAHHBIX OpraHU3aALMM K pa3pabOTKe CPEeACTB U peaiu3alud Mep
3amuThl MHGOpPMAIUHU, MOJATOTOBICHHBIX K KOHKPETHOMY BHUIY JAEATEIbHOCTH IO 00eCredyeHHUIo
0e30MmacHOCTH HHPOPMAITMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHYECKON PabOTHI U JIUIIEH3UN HA TPABO
OKa3aHus ycIyr B 3TOH o0nacTu.

IpuHIMN MUHUMHA3AIUHE TPUBUJIETHIA OJIb30BaTe el

ObecrieueHne Moab30BaTeNeH MPUBWICTUSIMH MUHUMAIIBHO JOCTATOYHBIMU JJIS BBIIIOJHEHUS UMU
CBOMX JOJDKHOCTHBIX o0si3anHOCcTel B [ BOY mkoma Ne 320.

4. OCHOBHBIE TPEBOBAHMUA 110 3AIIMTE NTH®OPMAILIUU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl WHQOPMALWU JODKHA TIPEAYCMAaTPUBATh KOMIUIEKC OpPTraHU3alMOHHBIX,
IPOrpaMMHBIX W HPOTPaMMHO-alIapaTHBIX CPEICTB M Mep MO 3amuTe HHPOpMalUu B Ipolecce
ee 00pabOTKH.

Brinonnenue TpeOoBaHM JOCTUraeTCs 3a CUET pealu3aluy Ha 00beKkTax nH(pOopMaTU3aLUuU Mep 1o
3amuTe uHpopMaIuu:

UACHTUGUKALMY U ayTEeHTU(UKALUH CyObEKTOB 10CTyIa U OOBEKTOB J10CTYIIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JIOCTyIa K OOBbEKTaM JI0CTYIIA;

OrPaHUYEHUIO POTPAMMHOMN Cpeibl;

3alMTE MAIIMHHBIX HOCUTENIEH IEPCOHAIbHBIX JaHHBIX;

peructpanuu coObITUil 0€30MaCHOCTH;

AHTUBHUPYCHOU 3aILHNTE;

00Hapy>KEHHUIO BTOPKEHUH;

KOHTPOJIIO (aHANM3Y) 3alIUIIIEHHOCTH MEPCOHATBHBIX JaHHBIX;

00€eCTeYeHNIO [IEJIOCTHOCTH MH(POPMALIMOHHONW CUCTEMBI U IEPCOHANIBHBIX TaHHbIX;

00ecneueHnI0 JOCTYITHOCTH ePCOHAIbHBIX JaHHBIX;

3alUTBI CPElIbl BUPTYAINU3ALNN;

3aIUThl TEXHUYECKUX CPENICTB;

3alIUThl HH(OPMAILIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSA3H U Mepeiadl JaHHbIX;

BBISIBJICHUIO MHIIMJIEHTOB U PearupoBaHue Ha HUX;

yIpaBJIeHUI0 KOH(Urypanuei MHPOPMALMOHHOW CHUCTEMBl M CHUCTEMBI 3alllUThl NEPCOHAIBHBIX
JTAHHBIX.

I'BOY mixomna Ne 320, kak o0nagaTenb MHPOPMALMU OTPaHUUYEHHOTO JOCTYIA, IIPU OCYILIECTBICHUH
CBOMX IIPaB 00513aHO:

co0Jr01aTh MpaBa U 3aKOHHbBIE HHTEPECH! MHBIX JIUIL;

MIPUHUMATh HEOOXOIMMBIE MEPBI IO 3alUTE HHPOPMAIUY;

OrpaHUYMBATh JOCTYI K MH(OpPMAIMHU, €CIIM TaKkas 005S3aHHOCTh YCTAHOBJIEHA 3aKOHOATEILCTBOM
Poccuiickoit ®enepanum.

B toMm umncne I'bOY mikona Ne 320, BopaBe eciii MHOE HE MPETYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanuu:

paspeliath WIM OIrpaHUYMBATh JIOCTYN K MH(OPMALMHU, OMPEAESATh MOPSIOK M YCIOBHS TaKOTO
JI0CTYTIA;

MCIOJIb30BaTh MH(POPMAIIUIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHUIO;

nepeAaBaTh WHOOpPMAIMIO IPYTUM JIMIIAM HAa YCTAHOBJICHHOM 3aKOHOJATEIBCTBOM Poccuiickoit
denepanivi OCHOBaHUY;

3alMIIaTh YCTAaHOBJIEHHBIMU 3aKOHOaTeNbcTBOM Poccuiickoit deneparuu criocobamu CBOM MpaBa
B CJIy4ae HE3aKOHHOTO MOJIY4YeHUs] HHPOPMALIMU MU €€ HE3aKOHHOTO UCIO0Ib30BAHUS HHBIMU JIMIIAMHU;



OCYIIECTBJISTh UHBIC EHCTBHS ¢ MH(pOpMaIMel Wiu pa3peliath OCYIIeCTBICHUE TaKUX JICHCTBUH,
eciu 3TH JecTBUS HE MPOTHBOpEYAT denepanbHBIM 3aKOHaM u IPyTruM
HOPMAaTUBHO-TIPaBOBBIM akTaM Poccuiickoit denepanuu.

3ammra HHPOPMALIUK OTPAHUYEHHOTO JAOCTYIA MPEJCTABISAET COOON MPUHATHE OpPraHU3alMOHHBIX
U TEXHUUYECKUX Mep, HAIIPABJICHHbIX Ha:

coOmroicHne KOH(UICHIMATLHOCTH WH(GOpMAIMU (UCKIIOUEHUE HEMPaBOMEPHOTO JIOCTYIIA,
KOIIMPOBAHUs, PEOCTABICHUS WIM PACIIPOCTPAHEHUs MH(OpMAIIK);

o0ecreyeHre 1eT0CTHOCTH HH(popMaIun (MCKIII0OUEHHE HEPAaBOMEPHOTO YHUYTOXXECHUS
iy MoauguIMpoBaHus HH(popMaIun);

peanu3anyio mpaBa Ha JAOCTyN K WHpopManuu (MCKIIOYEHHE HENpPaBOMEPHOTO OJOKHPOBAHHUS
nHpopManun).

CpenctBa 3ammThl MH(QOPMALUU BHEAPSIOTCS IO pPE3ylbTaTaM MPOBEIEHHUS OIEHKH PHUCKOB
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Opranusanus 3alMThl HHPOPMALUH

ITpu opranusanuu B 'bOY mikomna Ne 320 3amuTtel MHGOpMAIUH, TOJKHBI BBITIOIHATHCS TPEOOBaHUS
®enepanbHOro 3aKkoHa ot 27.07.2006 Ne 149-03 «O6 nnpopmaryu, THPOPMAMOHHBIX TEXHOJIOTHAX U O
3aluTe uHboOpMaLUN», KOTOpbIE peryaupyroT OTHOILICHMS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHEM H MIPEKpaIICHuEM pekuMa 00paboTKH 3amuiiaeMon nHpopmanuu. B Tom
qucie TpeOoBaHMs O 3alUTe UH(OPMAIMK, HE COCTABIISAIOLIEH rOCy1apCTBEHHYIO TallHY, coJeprKalencs
B TOCYIAapCTBEHHBIX HH(POPMAIMOHHBIX cUCTeMax yrBepkiaeHHble mnpukazoMm DPCTIK Poccum or
11.02.2013 No 17 «O6 YTBEPKJICHUH TpeboBaHuUit 0 3alluTe uH(popMaIuu,
HE COCTaBJIIOIICH TOCYJapCTBEHHYIO TaifHy, COJEpKamleiics B TOCYIapCTBEHHBIX WH(OPMAIMOHHBIX
cucTeMax» Ui roCyJJapCTBEHHbIX HMH(pOPMAIMOHHBIX cHCTEM o KOTOPBIM
I'BOY mkomna Ne 320 siBnsercss OnepaTopom.

B I'BOY mikona Ne 320 noMumMo peanan3aiii OCHOBHBIX Mep 3aLIUThl HH()OPMAIK OCYIIECTBISIETCS:

peryinspHas ~ OLIGHKa M YIpaBJIIEHHE  pUCKaMU  MH(POPMALMOHHOM  0€30MacHOCTH
B COOTBETCTBHUM C YCTAHOBJIEHHBIMU IPOLEypaMH B 00JIaCTH YIPABICHUS PUCKAMU;

nH(pOpPMUPOBaHUE, oOyueHue 51 MIOBBILICHHE KBaJIM(pUKAITIH pabOTHUKOB
I'BOY mkomna Ne 320 B chepe nHPOPMALMOHHOM 6€3011aCHOCTH;

MeToIn4ecKasi MIOMOIlb pabOTHUKAM B BOIpocax odecrieueHns nH(HOpPMalMOHHON O€3011acCHOCTH;

aHaJIM3 ¥ MOMCK BO3MOKHOCTEH 10 MOBBILIEHUIO YPOBHS 3aIIUIIEHHOCTH HH(POPMALIUH.

g opranmzanuu 3amutsl nHGopManuu, I'BOY mkona Ne 320 BmpaBe mpUMEHSITH CpeACTBa U
METOAbl TEXHUYECKOM 3allUThl, MpEeANpUHUMATh Jpyrue, He MNPOTHBOpEYAllde 3aKOHOAATEIbCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax oGecnedyeHus 3amuThl MH(GOpPMAIMK, B paMKax TPYAOBBIX OTHOLIEHHH HEOOXOIUMO
O3HAaKOMHUTb IIOJl POCIHUCH PAOOTHUKOB, TOCTYN KOTOPBHIX K HH(OpPMAllMM OrpaHUYEHHOIO JOCTYIIa,
HEOOXOAUM JUIsl BBIMOJIHEHHSI UMM CBOMX JOJDKHOCTHBIX OOs3aHHOCTEH, ¢ mepeyHeM HHGpOpMaLuu
OTpaHUYEHHOTO JocTyna, ¥ NpuHIATHIMU B ' BOY mikxona Ne 320 mepamu 3aiutsl HHGOpMaIUK.

Oco0eHHOCTH 32U THI NEPCOHAIbHBIX JaHHBIX

IIpn opranuzanuu o6pabotkun B I'BOY mkoma Ne 320 mepcoHalbHBIX JaHHBIX HEOOXOIHUMO
PYKOBOJICTBOBaThCS  TpeOoBanusimu  PenepanmbHoro  3akoHa or  27.07.2006 Ne  152-@3
«O nepcoHaNbHBIX JaHHBIX).

[lepeuenp mep, BbIMoIHEHUE KOTOphIX obecneunBaer ['BOY mikoma Ne 320 B kauecTBe omeparopa
MEPCOHANBHBIX TAHHBIX, TOJIKEH BKIIOYATh:

HazHaueHue B 'BOY mkona Ne 320 oTBETCTBEHHOTO 3a OpraHU3alMI0 00paOOTKU MEPCOHATBHBIX
TaHHBIX;

pa3paboTKy JOKYMEHTOB, OMNPEACISAIONIMX TMpaBWia B OTHOUIEHHH OOpaOOTKH IepCOHATBHBIX
nanHblX B 'BOY mixona Ne 320, nokallbHBIX aKTOB IO BOIpocaM 00paOOTKH NMEePCOHATbHBIX IaHHBIX;

MPUMEHEHHE OPTaHN3aLMOHHBIX U TEXHUUECKUX Mep 10 00ecreyeHHIo 0€30IMacHOCTH MEePCOHATBHBIX
JaHHBIX B COOTBETCTBMM cO  crathedt 19  ®degepanpHOro  3akoHa  OT 27.07.2006
Ne 152-03 «O nepcoHalbHBIX JaHHBIXY,

BBITIOJTHEHUE TPeOOBaHM MO COCTaBY U COAEPYKAHUIO OPraHU3aLMOHHBIX M TEXHUYECKUX Mep IO
obecrieyeHnto 6e30MaCHOCTH MEPCOHATIBHBIX JAHHBIX NMPH UX 00paboTke B MHPOPMALMOHHBIX CHCTEMAax



MEePCOHANBHBIX JaHHBIX yTBepkACHHBIX [Ipukazom DCTIK Poccum ot 18.02.2013 Ne 21 «O6
YTBEP)KJICHUM COCTaBa M COJCPXKAHUS OPTraHU3AIMOHHBIX M TEXHHUYECKMX Mep MO O00EeCIeyeHHIO
0€30MMacHOCTH MEePCOHANBHBIX JaHHBIX IPU UX 00paboTke B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHAIbHBIX
JTAHHBIX»;

OLICHKY Bpe€la, KOTOPbIH MOXET ObITh NpPUYUHEH CyObEKTaM MEepPCOHANBHBIX JaHHBIX
B cnyyae Hapymenus @enepanpHoro 3akoHa Ne 152-D3, cooTHomeHHE YyKa3aHHOTO Bpena
U TPUHUMAEMBIX OIEPaTOPOM Mep, HANpaBIECHHBIX Ha oOecleyeHHe BBIOJHEHUSI OOS3aHHOCTEH,
npenycMorpeHHbix enepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHne paboTHuKoB ['BOY mikona Ne 320, HemocpeACTBEHHO OCYIIECTBISIOMNUX 00pabOTKy
IIEPCOHAIIBHBIX  JAaHHBIX, C  IIOJIOXKEHUSAMH  3aKkoHozaarenbcTBa  Poccuiickon — Penepauuu
O MEePCOHATBHBIX JAHHBIX, B TOM YUCJIE TPEOOBAHUSAMHU K 3alIUTE MEPCOHAIBHBIX JaHHBIX, TOKYMEHTAMH,
onpenensonmmu TpedoBanust [ BOY mkona Ne 320 B oTHOmEHNH 00pabOTKU MEPCOHATBHBIX TaHHBIX U
oOydeHue, Mpyu HEOOXOIMMOCTH, YKa3aHHBIX pAOOTHUKOB.

Ob6ecrieueHre 0€30NMaCHOCTH NIEPCOHANBHBIX JAHHBIX JJOCTUTAETCS, B YaCTHOCTHU:

ONpefeNIeHuEM  YIrpo3 U HapylmuTeneu 0€30MacHOCTH  MEPCOHANbHBIX  JIaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX ITEPCOHATBHBIX TAaHHBIX;

ONpeACNICHUEM  YpOBHS  3AlIMIIEHHOCTH  MEPCOHANBHBIX  J@HHBIX B COOTBETCTBUU
¢ tpeboBanusmu [locranoBnenus [IpaBurennscrBa Poccuiickoit @enepamuu ot 01.11.2012 Ne 1119 «O6
yIBEpXJACHUM  TpeOOBaHMW K  3allUTe  [EPCOHAJbHBIX  JAHHBIX NpU  UX  00paboTke
B MH(OPMALIMOHHBIX CHCTEMAaX TEPCOHAIBHBIX TAHHBIX),

MPUMEHEHHEM TPONIECIIINX B YCTAHOBICHHOM MOPSAKE MPOILETypPy OLIEHKH COOTBETCTBUS CPEICTB
3anuThl HH(pOpMaIuy;

OLIeHKOW 3()PEeKTUBHOCTH MPUHUMAEMBIX MEp IO 3alllUTe MEePCOHANbHBIX JaHHBIX 0 BBOJA
B DKCIUTyaTaIlio HHOOPMAIIMOHHON CHCTEMBI IEPCOHAIBHBIX TaHHBIX;

BOCCTAHOBJICHHEM II€PCOHAIBHBIX JAaHHBIX, BCJEACTBUE TONYyYEHHUS HECAHKIHMOHUPOBAHHOTO
JIOCTYTa K HUM;

YCTaHOBJICHHEM  MpaBUI  JOCTylma K  [EpPCOHAIbHBIM  JAaHHBIM,  00pabaThIBaeMbIM
B MHGOPMAIMOHHBIX CHCTEMax IE€PCOHAIbHBIX JaHHBIX, a TaKKe OOECIeUeHUEM perucTpanuu
U yudeTa BCeX JEHCTBHI, COBEpIIAEMBIX C MEPCOHAIBHBIMU JaHHBIMM B WH(OPMAIMOHHBIX CHCTEMax
MEPCOHATHHBIX JaHHBIX;

KOHTPOJIEM 3a NMPUHUMAEMbIMM MEpaMHU IO 3alMTe MEePCOHAIBHBIX JAHHBIX U OIPENEIeHHOTO
YpOBHS  3allMUICHHOCTH HMHQMOPMAIIMOHHBIX CHUCTEMaxX I[EepPCOHANbHBIX JAHHBIX B  IpoLecce
ee IKCIUTyaTaluu.

5. OCHOBHBIE TPEBOBAHUS K ITPOIIECCAM OBECIEYEHU S HH®OPMAITMOHHON
BE3OIIACHOCTH

Mertoanyeckoe pPYKOBOJCTBO, pPa3pabOTKy pelIeHuH Mo 3amuTe HH(OpMaIuH, CcorjacoBaHHe
BBIOOpA CPEJICTB BHIYUCITUTEIHHOM TEXHUKU, TPOTPAMMHBIX U TPOTPaMMHO-AIIMAPATHBIX CPECTB 3aIUThI
nH(OpMaIIUY, OPTAaHU3AIMIO PAOOT MO BHISIBICHHIO BO3MOKHOCTEH U MPEIYPEkKACHUIO YTEUKU U CBOMCTB
3amuaeMoi nHpopMaluu, arTecTaluilo O0ObEKTOB MH(POPMATH3aLMU OCYIIECTBISIOT KOMIETEHTHbIE
cTpykTypHble noapazaenenus [ bOY mkomna Ne 320.

Pdu3znyeckas 0€30aCHOCTH

[IpuHsATBIE OpraHU3alMOHHBIE U TEXHUYECKHE MephI 1o 3amuTe noMeneHuit ' bOY mkona Ne 320,
CEpBEPHOT0 U KOMMYTAIIMOHHOTO 00OpYy/IOBaHUs, aBTOMaTHU3MPOBAHHBIX pabOYMX MECT MOJb30BaTeNei
uHpopmannoHHbIX cucteM ' BOY mikona Ne 320 obecnieunBarOT peann3aiuio CIeAYIONUX Mep TOo:

pasrpanudeHuio aoctyna pabotHukoB B momerieHuss [ BOY mkona Ne 320 B cooTBeTCTBUM € HX
MTOJIHOMOYUSIMU ¥ IOJDKHOCTHBIMH 00SI3aHHOCTSIMU;

peructpauuu (akToB BXOAa paOOTHHKOB B IIOMEIIEHUS B KOTOpPBIX Beaercs o0paboTka
MEPCOHAJIbHBIX TAHHBIX;

KOHTpoOJIUpyeMoMYy TpeObiBaHui0 mocTopoHHUX Juil B ['BOY mxoma Ne 320 B momemenwus, B
KOTOPBIX BefeTcss 00paboTka nH(GOpMaIIMK OTPAHUYEHHOTO JJOCTYIA U Pa3MEIIeHBI allllapaTHhIe CPEACTBa
MH(OPMALIMOHHON CUCTEMBI,

OpraHM3aIfy PeXHMa KOHTPOIHUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(DOpPMAIIHH.



[Tomemenuss 'bOY mxoma Ne 320 mopkHBI OBITH OOOPYAOBAHBI JIETEKTOpPAMHU OTHS U JIbIMA,
OTHETYUIMTENSAMH, CHUCTEMAMHM KOHJIMIMOHMPOBAHMS BO31YyXa, CpPEACTBAMU OXpaHHO-II0XKapHOU
CUTHAJIM3aIUH.

OcHoBHOE cepBepHOE M KOMMyTanmuoHHOe obopymoBanue ['BOY mkona Ne 320 momkHO OBITH
3alMIIEHO OT nepeboeB B Mojaue IEKTPOIHEPTHH MyTEM MOAKIIOUEHUS K AJIEKTPOCETU C IPUMEHEHHEM
MCTOYHUKOB Oecriepe0OHHOro MUTaHusl M PE3EPBHOTO IU3eNb-reHeparopa. Mcrounnku OecriepeboitHoro
MUTaHUS HEOOXOJUMO PErYJISIPHO TECTUPOBATH M IPOBEPATH YIIOIHOMOUEHHBIM padoTHukaMm ['BOY mikomna
Ne 320 B coOTBETCTBUU C pEKOMEHAALMSIMH ITPOU3BOIUTEISL.

[TopraTuBHBIE TEXHUYECKUE CPE/ICTBA HE JOKHBI OCTaBaThCA 3a MpejiesiaMy KOHTPOIUPYEMOU 30HbBI
I'BOY mkona Ne 320 6e3 koHTpOIIst cO cTopoHbI paboTHIKOB ' BOY mikoma Ne 320.

be3onacHocTs HA padoyeM MecTe

3anpemiaercs BECTH 3allUCh Iapojiel B OTKPHITOM BHJE€ HAa MaTepUAIbHBIX HOCUTEIS,
3a UCKIIFOUYEHUEM CITy4aeB, PETIaAMEHTHPOBAHHBIX METOJIOB XPaHEHHUSI.

JIOKyMEHTBI W HOCHTEIH ¢ HHQOpPMaluell OTrpaHMYeHHOTO [OCTyNa JOJDKHBI YOHpaThCs
B omneyarbiBaeMble Mecta (ceddbl, mkapel W T.1.), OpU yxoue ¢ pabodyero MecTa.
Ha aBTomaTtm3upoBanHoMm pabodem mecte Ilomp3oBarens pabGouast ceccusi NOJDKHA OBITH IpEpBaHa,
pabounii cton 3a0mokupoBaH. Bxoa monb3oBaress B CHCTEMY HE JOJDKEH BBITIOMHATHCS aBTOMATUYECKHU.

JIOKyMEHTBI, coziepKamue HHPOPMAIUI0 OTPAaHHYSHHOTO JOCTYIA, JTOJIKHBI Cpa3y U3bIMATHCS U3
MeYaTauX yYCTPOHCTB. s yTunuzanuu KoOH(PUIEHIIUAIBHBIX JOKYMEHTOB, TOJKHBI UCIIOIb30BaTHCS
YHUYTOXKHUTEIH JIOKYyMEHTOB HE HWXe 4 YpOBHS 1O CTaHAApTy OE30MacHOCTH, IMPHMEHSEMOMY K
YHUUYTOKUTENSIM JOKYyMEHTOB.

[Ipu ucnonb30BaHUK MOOMIIBHBIX TEXHUUECKUX CPEACTB HEOOXOAMMO COOJIIOAATh IOMOJHUTEIbHBIE
Mepbl MO perjiaMeHTAallM M KOHTPOJIO HCIOJB30BaHUSA B HMH(OPMALMOHHOW CHUCTEME MOOMIBHBIX
TEXHUYECKHUX CPEJICTB.

Haxoxaenue npeactaButeneil OpUINUYECKHUX JIUI] B paMKaX UCIIOTHEHHS JOTOBOPHBIX 00sI3aTENIbCTB
B ITIOMEUICHUAX B KOTOPBIX BeZeTcs 00padoTka nHPOpMAIMKA OTPAHUICHHOTO JTOCTYIa HH()OPMAIIHOHHOK
CUCTEMBI, BO3MOXHO TOJIbKO B CONPOBOXKACHUHN paboTHHKA I'bOY 1IKOJIa
Ne 320, nonymeHHoro 10 06paboTKH Takoil HHPOpMAaIIUHU.

Pa3zmMernienne TeXHMYECKHX CpeACTB BbIBoAa MHGpopmanuu B nomemeHusx ['BOY mkoma Ne 320
MIPOU3BOJUTCS C YYETOM MCKJIIOYEHHMs] BO3MOXKHOCTH BHM3YyaJbHOTO MPOCMOTpa HH(OpMaLU
MIOCTOPOHHUMM JIMIIAMU M paOOTHUKAMU, HE JOMYIIEHHBIM K padoTe ¢ JaHHOH HH(pOopMaruei.

TexHnueckue cpeacTBa JODKHBI pa3MEIIaTbCs M XPaHUTHCS TakKUM o0pa3oM, 4yTOObI COKpPaTUTh
BO3MO>KHBIN PUCK ITOBPEKIEHUS U YTPO3bl HECAHKLIMOHUPOBAHHOTO IOCTYTIA.

Texnuyeckoe 00c/1y;kuBaHne 000py10BaHUS

Texunueckue cpencrsa 'bOY mkona Ne 320 10osKHBI IPOXOAUTH HAa PETYJIIPHON OCHOBE CEPBUCHOE
o0ciTy’kKMBaHHE B COOTBETCTBUM C PEKOMEHAINSAMH POU3BOAUTENEH 000py10BaHUS.

PeMOoHT u cepBucHOe OOCIy)XHBaHHE OOOPYIAOBAaHUS JOJDKHBI  BBIMOJHATBCS — TOJBKO
KBaJIN(ULIMPOBAHHBIMU CIIEIIMATTUCTAMH.

TexHuueckoe o0cmyXrBaHUE 000PYAOBAaHUS CTOPOHHUMH OpraHU3alUsIMHU He T0JKHO IPUBOIUTH K
PHUCKY HapylIeHUs] KOHPHUAESHIINATbHOCTH 3alUIIIAeMON HHPOpMAITIH.

B3auMopaeiicTBHe ¢ TPETHbUMH JIULAMHA

B nensx o6ecneuenust napopmarmonron 6ezonacHoctr ' bOY mikona Ne 320 npu B3anmoneicTBUN
C TPETBUMH JINLIAMU JIOJKHO BBIIIOJIHATH CIIEYIOIINE MEPOIIPUATHS T1O:

3aKJIIOUYEHHUIO COTJIAICHUs O HepasrilalleHud HHPOpMAIIMU OTPaHUYEHHOTO JOCTYyTa MOJy4YeHHO! B
XO0JI€ UCTIOJHEHUS IOTOBOPHBIX 0053aTENbCTB,;

OCYILIECTBJICHUIO KOHTPOJIsS 3a JEMCTBUSMM TpEeACTaBUTENECH KOHTPAareHToB B IMpenernax
KoHTpoiupyemoi 30HbI ' BOY mkona Ne 320.

YnpasiieHue »KU3HEHHbIM HMKJIOM HHGOPMALHOHHBIX CHCTEM

MeponpusiTuss B Ipoliecce >KU3HEHHOro IuKiIa HHpopMalMoHHbBIX cucteM ['BOY mkona
Ne 320 nomxubl OBITH HampaBieHbl Ha oOecreueHue 3aluThl MHGOpMAIMU IpPU BBOJE B JIEHCTBUE,
9KCILTyaTalyu, CONPOBOKACHUH U MOJEPHU3ALIMH, BEIBOJIA U3 DKCIUTyaTalUH.



OcHoBaHMeM npu pa3paboTke MHOOPMAIIMOHHBIX CUCTEM JOJIKHBI SBIATHCS PELICHUS IPUHATHIC HA
cTaauu dbopmupoBaHus TpeOOBaHUH, coJieprKaliue TpeOOBaHUs B TOM qucie
10 CUCTEME 3aIIUThl HUHPOPMALIUH.

JIroboe 1ulaHMpyeMoe K BHEIPEHUI0 HM3MEHEHHE WH(POPMALMOHHOM CHCTEMBI IMPEIBAPUTEIHHO
JOJKHO OBITh ITPOAHAIU3UPOBAHO HAa COBMECTMMOCTb M OTCYTCTBHE HapyLIEHMH paboTOCHOCOOHOCTH
CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEJCTB 3aLIUTHI HH()OPMAIIHH.

PaboTh! Mo MozepHU3aLIMN HHPOPMALIMOHHON CUCTEMBI, B TOM YHUCJIE IO YCTAHOBKE MPOTrPaMMHOIO
oOecriedeHrs: 1 OOHOBIICHHA, TOJDKHBI TPOBOIUTHCS B HEpaboyee BpeMs MM BpeMs HauMeHbIIel paboueit
HarpysKH.

[Ipu BBIBOAE W3 OKCIUIyaTalMd HMHMOPMAIIMOHHBIX CHUCTEM JIOJDKHO  OOeCIeyrBaThCs
rapaHTHPOBaHHOE yjaneHue oOpabaTbiBaeMONl M XpaHUMOM B HHUX HMH(POPMALUU C HUCHOJIb30BAHUEM
CPEACTB TapaHTUPOBAHHOTO YHHUYTOXKECHUS HHPOPMALMU MM IyTeM (PHU3HMUECKOro YHUYTOKEHUS
HocuTesel HHpOopMaIum.

Bce mponenypsl obecrieueHust 3ammtbl uHGOpManmu, ycraHoBieHHbie B [BOY mkoma No 320
B OTHOIIEHUU UH(POPMALMOHHBIX CUCTEM, JAOJIKHBI BBIMOIHATHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU
JUIIAMU 33 OPTaHU3AIHIo0 PadoT Mo 3anuTe HHPOPMALIUH.

KonTpoab n1ocTyna k ”HpOpMaHOHHBIM CHCTEMaM

Bce paborauku ['BOY mkona Ne 320, momymeHHble K paboTe ¢ WHPOPMAIMOHHBIME CHCTEMaMHU
HECYT TIE€pPCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HApyLIEHHs YCTAHOBJIEHHOIO MOpsJIKka 00paboTKu
uHpOpMaLny.

YpoBeHb MOJIIHOMOYMI Mob30BaTens B nHpopmanmonnoi cucreme ['bOY mikona Ne 320 momxen
OIIPEAEIATHCS B COOTBETCTBUU C €r0 JOHKHOCTHBIMU O0S3aHHOCTSIMHU.

Hoctyn monb3oBarenel k wuHpopMmaunoHHbIM cucreMaM [BOY mkoma Ne 320 nomxen
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM UHPOPMAILIMOHHON CUCTEMBI.

Ocy1iecTBieHUE PETyIsSpHOrO KOHTPOJIS BBIIOJHEHHUS OPraHHU3aLMOHHO-PACIOPSAAUTENbHBIX
JOKYMEHTOB, KacaloUlMxcs perjamMeHTanuuu jponycka pabotHukoB ['BOY mkoma Ne 320 «k
MH(GOPMALIMOHHBIM CUCTEMAM.

Npentnduxanusa u ayreHTuPuKanms

JlocTyn nosb3oBareneid K MHPOPMALMOHHBIM CUCTEMaM JOJDKEH MPEAOCTaBISATHCS TOJIBKO TOCHE
YCHEIIHOTO 3aBepIleHUs UACHTU(PUKAIINY, ayTeHTU(DUKAIIH.

[Tonmy4yenue nonp3oBaTeseM UMEHH B HH(OPMAILIMOHHON CUCTEME U MapoJIsl, KOTOpble 00eCTIeYnBaIOT
JOCTYyNl K MH(POPMAIIMOHHON CHUCTEME, JOJKHO OCYHIECTBIIATHCA IO MPEACTABICHUIO PYKOBOJUTEINS
CTPYKTYPHOTO MOAPAa3IEICHUS.

YnpasJjieHue 10CTYIIOM

B I'bOVY mkona Ne 320 JOMKHO OCYHIECTBIATHCS YIPABICHHE JOCTYIIOM K HH()OPMAIMOHHON
CHUCTEME IOCPEACTBOM pealn3aliid HEOOXOIMMBIX METOJOB, THIIOB U IMpaBWJI pa3sTpaHUYEHHUS JOCTYIa
nosib3oBaressaM uHpopmanronHoi cuctemsl ' BOY mikona Ne 320. B Tom uncie obecriedeH 3aluiieHHbIH
yAaJeHHBIA JOCTYNl CyOBEKTOB JOCTyna K OOBEKTaM JOCTyNa 4epe3 BHEIIHME HH(OPMalUOHHO-
TEJIEKOMMYHHUKALMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HocuTeAAMH HHGOPMALMHT

Pabotauku 'BOY mikomna Ne 320 10/KHBI HCIIOJIB30BaTh TOJIBKO YUTEHHBIE ChEMHBIE MAIIMHHBIC
HOCHUTETH MH(POPMAIUH JIJIsl BBIMOJIHEHNS CBOMX JIOJKHOCTHBIX 00s13aHHOCTEH. Mcronb3oBaHne CheMHBIX
MamuHHBIX HocuTenel nHdopmaruu B 'BOY mikona Ne 320 B MHBIX HENSAX CTPOTO 3alPELICHO.

CpeMHBIE MalIMHHBIE HOCUTENHW MH(OPMAaLUU JOJKHBI XpaHUTCA B ONEYaThIBAEMbIX MIKadax, B
MOMEIICHUAX B KOTOPBIX MPEIYCMOTpEeHa 00paboTKa HHPOPMAITUK OTPAaHUYEHHOTO JOCTYIIA.

B cnyyae kpaku MM MOTEPH CHEMHOIO MAIIMHHOIO HOCHUTENs HWH(GOpMalUU, a TakkKe HHbBIX
MHIMJIEHTOB, KOTOPbIe MOTYT MPUBECTH K HAPYIICHUIO CBOWCTB MH(POPMALMU OIPaHMUYEHHOTO JI0CTYIIA,
JIOJKHBI TIPOBOIUTHCS MEPOIPUSITHS [10 PACCIIEIOBAHUIO TAKUX UHIUIECHTOB.

IIpu BBIBOAE M3 HSKCIUTyaTallud CHhEMHOIO MAIIMHHOIO HOCHTENS WH(pOpMAalMH, BCE IaHHBIE,
XpaHAILIecs Ha HeM, I0JKHBI ObITh YAalleHbl OIIpeIeJICHHON KOMUCCUEH U3 yuciia pabOTHUKOB, CPECTBOM
rapaHTHPOBAHHOI'O YHUYTOKEHHS MH(OpPMAIIHH.

@DakT yHUYTOXKEHUS HH(POPMALMU HAa ChEMHOM MAalIMHHOM HOCUTelle HHpopManuu GUKCUpYETCs B
aKTe 00 YHHYTOKEHUU MH(OpMAIK CO CheMHOT'0 MAITMHHOTO HOCHUTEISI HH(OpPMAIIHH.



Perucrpanusi coobITHH

B TI'BOY mkoma Ne 320 pmomkHa OCYIIECTBIATBCS PErHCTpAallMU COOBITUH 0e30macHOCTH
Ha BceX KoMmoHeHTax uHpopmarmoHHbix cucteM ['BOY mkonma Ne 320, B koTOpbIX oOpabarhiBaeTCs
3anumaeMas HHpopManus.

AHTHUBHUPYCHAsI 3alIIUTA

B nensax oOHapyxeHUs U yCTpaHeHUs BpeJOHOCHBIX mporpamMMm B ['BOY mkoma Ne 320 moymKHBI
UCIOJIb30BATHCS CPE/ICTBA AHTUBUPYCHOH 3aIlIUTHl MHPOPMALIUU.

O0s3aTenbHOMY KOHTPOJIIO CPEJICTBOM aHTHBHUPYCHOW 3aIIMTHl MH(OPMAIMH JTOJKHA IMOAJICKATH
mobas uHpopmanusa (TekcToBbie (ailybl T00BIX (opmaToB, (haiyibl NTaHHBIX, HUCIONHSIEMBIC (DAMIIbI),
IoJiyyaemast 51 nepegaBaeMast o JIOKAJIbHOM BBIYHCIIUTEIBLHON ceTu
B TOM YHCJIE U CETAM OOILEro MoJb30BaHUs, a TaKXKe HHPOPMAaLUs, XpaHUMasi Ha CbEMHBIX MaIIMHHBIX
HOCHUTEJISAX UH(OPMAIIHH.

IIpu ycraHOBKE NMpOrpaMMHOIO OOECIEeYeHMsI MM ero OOHOBIIEHHMS Ha CEBEpHOE 00OpyrOBaHME
JIOJDKHA aBTOMATUUYECKU BBIIOJIHATHCS IPEBapUTEIbHAs IPOBEPKA JaHHOTO IPOIPaMMHOr0 00€CIIEYEHU S
Ha OTCYTCTBHE BPEJOHOCHOTO IIPOrPaMMHOI0 00eCeueHHsl.

OOHoBiienue 0a3 CUTHaTYp MJs CpEACTBAa AHTHBHPYCHOW 3alIUTHl MH(POPMALUHU  JIOJDKHBI
OOHOBJIATHCS €XKETHEBHO.

[Tonb3oBarenu 0e3 pas aJIMUHUCTpATOpa MH(POPMATMOHHOK CUCTEMBbI
I'BOY mkona Ne 320 He AOMKHBI MMETh BO3MOXHOCTb IIOJY4YEHMs JOCTyHa K KOH(UIYypauuu
AHTUBUPYCHOI'O CPEJICTBA 3aLIUTHI WA €r0 OTKIIIOUEHUS.

KoHTpo.1b 3211 IIEHHOCTH NePCOHATBHBIX JAHHBIX

B mensx uUCKIIOYEHMS OSKCIUTyaTalMd YsI3BUMOCTEM IPOrpaMMHOr0 OOECHEYEHHUs JIOJKHBI
IPOBOJIUTCS  pabOThl IO  BBIABICHHUIO, AaHAIM3y YyA3BUMOCTEH HMH(DOPMAIMOHHOW  CHCTEMBbI
U OIEpPaTUBHOE YCTPAaHEHHE BHOBb BBISBICHHBIX YSI3BUMOCTEl. B ToMm uucie opraHuzanuss KOHTPOJIS
YCTaHOBKHM OOHOBJIEHUS IPOrPaMMHOI0 00ecTiedeH s BKIII0Yask CPEACTB 3alUThl MH)OPMAIIH.

Hcnoab3oBaHue NPOrpaMMHOro odecrneyeHust

Bri6op nporpamMHoro odecrneueHus ais mpou3BoAcTBeHHbIX HYKI ['BOY mikona Ne 320 nomken
MIPOU3BOJIUTHCS B IPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOT0 B ENMHBIN peecTp poccHiiCKUX MporpamMm
JUIsL 3JIEKTPOHHBIX BBIYMCIUTENBHBIX MAaIllMH U 0a3 naHHBIX. B ciaydae orcyrcTBus aHanora B EnuHoMm
peecTpe pOCCUHCKUX MPOrpaMM JUIsl 3JIEKTPOHHBIX BBIYMCINUTENBHBIX MAIlIMH U 0a3 TaHHBIX JIOMYCKAaeTCs
UCIOJIb30BATh MPOTrPAMMHOT0 00eCreyeHre UMIIOPTHOTO TPOU3BOICTBA.

Hcnonb3oBanue cpecTB KpUNTOrpadpuyeckoi 3alMThl HHGOPMALMHT

Obecneuenne 3amuThl MH(MOPMAIMM OTPAHUYEHHOTO JIOCTYNa OT PACKPBITUS, MOIU(PHUKALNU
YW HaBs3bIBaHUS (BBOJA JIOKHOM uWHQOpManuu) TpH ee mnepenade (MOArOTOBKE K Tepeaaye)
10 KaHaJlaM CBSI3U, UMEIOIIHMM BBIXO/] 3a MIPEeIibl KOHTPOJIUPYEMOM 30HbI 0OecrieunBaeTcsi IPUMEHEHUEM
CpencTB KpunTorpaduyecKon 3amuThl HHGOPMAITHH.

[Tpuobperenue cpeacts kpuntorpapudeckoil 3amutel uHpopmanmu ['BOY mkoma Ne 320
OCYILIECTBIISIETCSI HA OCHOBAaHMU JOTOBOPOB M KOHTPAKTOB C JIMIAMH, HMEIOMIMMH JIEHCTBYIOIIYIO
munensuto  dCb  Poccum Ha  OCyIIEeCTBIEHHE JEATENBHOCTH MO pa3paboTKe, MPOM3BOJCTBY,
pacnpoCTpaHEHUI0 MIMQPPOBANBHBIX (KpUNTOrpaUuUecKux) CpeAcTB, HWH(GOPMALMOHHBIX CHCTEM
U TEIEKOMMYHHKAIIMOHHBIX  CHCTEM,  3alllMIIEHHBIX C  HCIOJIb30BaHUEM  IIU(PPOBAIBHBIX
(kpunrorpauyeckux) CpeACTB, BBHIMOJIHEHHIO pabOT, OKa3aHUIO YyCIAyr B 00JacTH HIM(POBaHUS
uHpOpMalUY, TEXHUYECKOMY OOCIY)KHBAaHUIO IHU(POBAIBHBIX (KpUOTOrpaMuecKux) CpeaCTB,
MH(OPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIIEHHBIX C MCIOJIb30BaHUEM
mu(poBanIbHBIX  (KpUNTOrpaUyecKnx) CpencTB (3a MCKIIOYEHHEM ciydas, €eClId TEXHHUYECKOe
oOciyxuBaHue  MUQPOBAIBHBIX  (KpUNTOrpaHUuecKkux) CpeAcTB, HH(DOPMALMOHHBIX  CHCTEM
U TEIeKOMMYHHKAIIMOHHBIX  CHCTEM,  3alllMIIEHHBIX C  HCIOJIb30BaHUEM  LIM(POBATBHBIX
(xpunrorpauyeckux) CpesCTB, OCYIIECTBISETCS Uid oOecreueHus] COOCTBEHHBIX HYXJ IOPUINYECKOTO
JIMIIA WIK UHIMBUAYATBHOTO IPEANPUHIMATES).

B umensx opranuzanumum M obecrnieyeHUMM Tepeqadyd  MHGOpMalUMKM O  KaHallaM  CBSI3U
C HCIOJb30BaHMEM CPEACTB KpHUNTOTrpapuueckod 3amuThl WHGPOpPMAlMM, a TaKXKe BbBIIOJIHEHUS
nutieH3noHHbIX TpeboBannii @CHb Poccum B 'BOY mkoma Ne 320 momkeH OBITH coO3daH OpraH
KpUNTOTpaprUECKON 3alUTHI.



[Topranbuapie pemenus ['BOY mkonma Ne 320 ¢ BO3MOXXHOCTBIO JIOCTyHa C CeTeld 0OIero
MOJIb30BAHUS JIOJDKHBI B TPHOPUTETE pa3pabaThiBaThCsl C OpraHu3alydedl 3allUIIeHHOTO KaHaia
nocpencTBoM npotokosia TLS ¢ moxnepxkkoit anroputmoB ['OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DneKTpoHHAas TouTa J0/DKHA UCoab30BaThes B 'BOY mikona Ne 320 ¢ nienbro opranu3anuu oOMeHa
3JIEKTPOHHBIMHU COOOIIEHUSAMH MEX]Ty paOOTHUKAMH U CyObEKTaMU MH(POPMAITMOHHOW OE€30MIaCHOCTH.

[Ipu ucnonb30BaHUM MEKTPOHHON MOUTHI 3aMpPeIIaeTCs:

obmeH uH(popMarmel uis ciaykeOHOro IOJIb30BAaHMS, a TaKkke HHPOpPMaIUel OrpaHHYEHHOTO
JIOCTYTIa;

IIPEIOCTABIICHUE IOCTYIIA K 3JIEKTPOHHOM MOYTE € UCIOJIb30BAHUEM JIAHHBIX CBOEH YUETHOMN 3alucu
TPETHUM JIUIAM;

nyOJIMKalusi CBOETO CIY)KEOHOTo ajpeca 3JIEKTPOHHOM TOYTHI B AJIEKTPOHHBIX KaTallorax,
Ha MMOMCKOBBIX MAIIMHAX U JPYTUX pecypcax ceTu IHTepHET B LIeNIsX, He CBA3aHHBIX C UCIIOJIHEHUEM CBOUX
JIOJDKHOCTHBIX 00s3aHHOCTEH;

MOANKCKA MO 3JEKTPOHHOW MOYTE Ha pPa3IMyYHbIE PEKIAMHBIE MAaTEepHallbl, JHCTHI PACCBHUIKU,
ANEKTPOHHBIE KYpPHAJIbl M T.J., HE CBA3aHHbIE C BBINOJIHEHUEM I10JIb30BATEIEM JIOJKHOCTHBIX
00513aHHOCTEM;

OTKpBITHE (3aIlyCK Ha BBINOJHEHHE) (AMIOB, TOJYYCHHBIX [0 OJIEKTPOHHOW  IOYTE
WM U3 pecypcoB cetu VMHTepHeT, 0e3 mpeaBapUTeNbHON MPOBEPKU MX AHTHUBHUPYCHBIM MPOTPAMMHBIM
o0ecrieyeHrneM.

PaGora B ceTsix 0011€r0 NoJILb30BaHUSA

I'BOY mxona Ne 320 ocrammser 3a co0oi mpaBo OJOKHPOBAaTH WM OrPAaHHYUBATH JIOCTYII
paboOTHUKAM K CETSIM CBSI3H OOILEro MOJIb30BaHUsA, B TOM YHUCIe ceTH MIHTepHeT, cofepKaHne KOTOPhIX HE
MMEeT OTHOILICHHS K MCTIOJIHEHHUIO TOJDKHOCTHBIX 00SI3aHHOCTEH, a TaKkKe K HH()OPMAIIMOHHBIM pecypcam,
coJiep>KaHue M HAIPaBICHHOCTh KOTOPBIX 3alpelleHbl 3aK0OHOIaTeIbeTBOM Poccuiickoii denepariui.

Nudopmanus o nocemaembix padotHukamu ['BOY mkoma Ne 320 mHQOpPMAIIMOHHBIX PECypCcOB
MIPOTOKOJIUPYETCS sl MOCIEAYIOIIEro aHalnu3a U, NMPU HEOOXOAMMOCTHU, MOXET OBITh MIpeaCTaBiICHA
PYKOBOJUTENSAM CTPYKTYPHBIX MoOJpa3felieHui, a Takxe pykooautento ['BOY mkoma Ne 320 s
KOHTPOJISL.

[Ipu ucnonb3zoBanuu cetn MHTEPHET 3anpelieHo:

ucrnonb3oBath npenocrabneHHblii [[bOY mkona Ne 320 moctyn B ceTb IHTEpHET B TMYHBIX HENSIX;

WCIOJIb30BaTh HECAHKLUMOHUPOBAHHBbIE IPOTPAMMHBIE M MPOrpaMMHO-alllapaTHbIE CpEACTBa,
MO3BOJISIFOIINE TTONYYUTh HECAHKITMOHUPOBAHHBIN TOCTYI K ceTH MHTepHeT;

nyOJIMKOBaTh, 3arpykaTb M  pPaclIpoOCTpaHsATb MaTepuaibl CoAepXkKallie HEIOCTOBEPHYIO
uHpopmanuto o 'BOY mixona Ne 320, a Taxoke panbcuduimponats cBoii [P-agpec.

Pe3epBHOe KOMpoOBaHMe U BOCCTAHOBJICHUE JaHHBIX

Ocy1iecTBiIeHHE PE3EPBHOIO KOTMPOBAHUS JIOJDKHO OCYLLECTBIIATHCS IS

nHdopmanuu oOpadbaTsiBaeMol Ha (Pail;iIoBOM CEpBEPE U CepBepe MPHIIOKEHUH, HHPOPMAITMOHHOM
CUCTEMBI,

pabounx MeCT aIMUHUCTPATOPOB UHPOPMAIIMOHHOMN CUCTEMBI.

YacToTa 1 pe’KUM pe3epBHOT0 KOMPOBAHUS YCTaHABIMBAIOTCSA TAKMM 00pa3oM, 4TOOBI 00ECTIEUUTh
MUHUMAaJIbHYIO TOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOr0 KONMUPOBAHHS M BOCCTAHOBIIEHHUS PECYpcOB WH(POPMAIMOHHBIX CHUCTEM
I'BOY mikona Ne 320 nomkHbI IpOBOAUTE yriosiHOMouYeHHbIe paboTHHKY ['BOY mikomna Ne 320.

PesepBHOe  konMpoBaHME  JODKHO  OCYILECTBIATBCS B~ aBTOMAaTHYECKOM  pEXHME
C TPUMEHEHHEM OTEUYECTBEHHOrO0 CIIELHUAIU3UPOBAHHOIO CPEJICTBA PE3EPBHOIO  KOMHUPOBAHMS
C JEHCTBYIOIIMM CepTH(PUKATOM COOTBETCTBUS MO TpeboBaHusM Oe3omacHocTH uHpopmanuu OCTOK
Poccun.



6. OCHOBHBIE TPEBOBAHMS K ITIPOIIECCAM YIIPABJIEHUSI HH®OPMAIIAOHHOM
BE30OIIACHOCTBIO

MonnTopuHT HHPOPMALMOHHOM 0€30acCHOCTH

Ha nocrossHHOM OCHOBE MOJDKEH MPOBOAMUTHCS KOMIUICKCHBIM aHaiu3 (yHKIMOHUPOBAHUS
uHpopmannonHoii cucrembl I'BOY mkxonma Ne 320 u Bo3HUKAOHMMX COOBITUH HH(MOPMAIIMOHHOMN
0€30I1aCHOCTH.

[Iporiecc MOHUTOPUHTA CUCTEMBI OOecTIeueHUST HHPOPMAIIMOHHOW 0€30MaCHOCTH JJOJKEH BKITIOUATh
B ce0s1 KOHTPOJIb OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO 3alluTe WH(pOpMAlMU, aHATIU3 [1apaMeTpoB
KOH(HUTypayy U HACTPONKHU CPEICTB 3aIIUTHI HHPOPMALIUH.

IIpy npoBeneHUMH KOHTPOJBHBIX MEPONPUATHH, CBS3aHHBIX C OLIEHKOH peanu3anuu Mep
o 3amute uapopmanuu B ' BOY mkona Ne 320, ynonHoMoueHHbIE paOOTHUKHU TOJIKHBI TPUICPKUBATHCS
CJICAYIOIIMX IPUHIIUIIOB:

He HapymaTh GyHKIHOHUpOoBaHUE aesteabHocTH [ BOY mixoma Ne 320;

JeUCTBOBaTh B COOTBETCTBUM C  YTBEPXKIEHHBIMH  OpPIraHU3alMOHHO-PACIOPAAUTEIbHBIMU
nokyMmentamu I'BOY mikosna Ne 320 no 3amure nadopmanuy;

HE CKpBIBATh (haKThl BBISBICHHBIX COOBITUI MH(OPMAIIMOHHON 6€3011acHOCTH;

0(OpMIIATH OTUYETHI, MOATBEPKAAIOIHE BHIMOJIHEHNE MEPOTIPUSATHIA MO 3aIUTe HHPOPMALIUH.

Wndopmanus, moayyeHHas B XOJA€  IPOBEACHUS  KOHTPOJMPYIOIIUX  MEpPONPUSATUH
0 JICMCTBUSX, COOBITUSIX U TApaMeTpax, MMEIOIINX OTHOIIEHHE K peaTU3alliy Mep 110 3aIIuTe HHPOPMAIINY,
JOJDKHA ~ KOHCOJMIMpPOBaTbcd M XpaHUTbCd B MECTaX,  MCKIIOYAONMX  IOJy4YeHue
K HEW HECaHKIIMOHUPOBAHHOIO JOCTYTIA.

MOHUTOPHHT IaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITUAX MH(DOPMAIIMOHHON 6€30IIaCHOCTH JOJDKEH
IIPOBOAMUTHCS, IO BO3MOXHOCTH, C  MKCIOJIb30BAHHUEM CUCTEMbl MOHUTOPUHIA  HMHIIMJIEHTOB
MHGOPMALIMOHHON 0€30MaCHOCTH MJIM BCTPOEHHBIX MEXAaHU3MOB HACTPOHMKM M ayAuTa COOBITUH
B INPOrpaMMHBIX M NPOrpaMMHO-alapaTHBIX CpPEACTBAaX, MHCIOJIb3YEMbIX B HHPOPMAIIMOHHOU
unppactpykrype ['bOY mkona Ne 320.

YnpasjieHue pucKaMu

OmnpeneneHre BHYTPEHHHMX TpeOOBaHUM MO 3ammre HMHGOPMAIMM, IOKHBI OCHOBBIBATHCS
Ha pe3yilbTaTaXx IMpPOBEACHMS] aHaIM3a pPHUCKOB HApyIIEHUS OCHOBHBIX CBOICTB 0€30MacHOCTH
11 “HPopManmoHHBIX pecypcoB I'BOY mikona Ne 320.

OCHOBOH OIIEHKM PHUCKOB JOJKHA OBITh OLEHKa YCIOBUH M (aKTOpOB, KOTOpbIE MOTYT CTaTh
IPUYMHON HapyIIEHUs IeTOCTHOCTH, KOH(QHUIECHIMAILHOCTH W JOCTYMHOCTH JJs MH()OPMALMOHHBIX
pecypcoB ['BOY mikomna Ne 320.

PesynpTaToM mpoOBeAEHHs aHalIM3a PUCKOB JOJDKEH OBITh pa3paOOTaHHBI KOMIUIEKC Mep,
HaIpaBJIEHHBIX HA CHM)KEHHE BO3MOXKHOT'O HETaTMBHOI'O BJIMSHHS Ha OCHOBHYIO JesiTelibHOCTh ['BOY
mkosa Ne 320 npu peanuzany TOW WK UHOM Yrpo3bl 6€30MaCHOCTH HH(POPMALUU U 00eCTIeYnBaIOLINX B
JaJIbHENIIIEM JIOCTaTOYHbII YPOBEHb 3alUIIEHHOCTH HH(popMannoHHbIX cucteM ['BOY mkomna Ne 320.

YnpasiieHue HHIMICHTAMH HH(POPMAIMOHHOI 0€301aCHOCTH

st obecrieuenust 3HPEKTUBHOTO paszpenieHuss UHIUACHTOB MH()OPMAIMOHHON O€30MacHOCTH B
I'BOY mxoma Ne 320, MUHMMHM3alUMU TOTEPh W YMEHBIIEHUS PUCKA BO3HUKHOBEHMS IOBTOPHBIX
MHIUACHTOB JOKHO OCYILECTBIISATHCS YIPaBlIeHNE HHIMIEHTaMU HH(POPMAIIMOHHOM 6€30M1aCHOCTH.

Jlnst ynpaBiieHUs] MHIMIEHTaMU WH(OPMAIIMOHHON 0€30MacHOCTH JI0JKHA OBITh CO37aHa Ciyxk0a
MOHHUTOPHHIa ¥ pearnpoBaHMsl Ha WHUUICHTHl MHPOPMAIIMOHHON 0€30MmacHOCTH, KOTOpasi MOCPeICTBOM
KOMIUIEKCA  CpPEeICTB W Meponpuatuii  juis  cOopa W KOHCONUAAMH  MHPOpPMALUU
00 HHUMIEGHTAX pellaeT AaHHYK 3a7ady. B OTHOHIEHMM KaXXIOro MpPOM3OLIeNIIer0 HWHUIUICHTA
pabOTHHUKAaMU U3 CITY>KOBI MOHUTOPUHTA U pearupoBaHMsl Ha MHIIMEHTHI HHPOPMALIMOHHOM 6€e3011acHOCTH
JIOJKEH BBITIOJHATHCS €0 aHalu3, U pa3padoTka 3 (PEeKTUBHBIX Mep pearipoBaHus Ha JaHHBIA MHIUJICHT.

AyauT cucTembl o0ecniedyeHnss HHPOPMANMOHHOM 0€3011aCHOCTH

B mensx omeHku Tekyiiero ypoBHsi MH(opmanuoHHOM Oe3omacHoctH I'BOY mkoma Ne 320 Ha
PEryJIsipHOI OCHOBE JIOJIKEH MPOBOIUTHCS ayTUT UH()OPMAIIMOHHON O€30MaCHOCTH.

BHyTpeHnHue ayauThl JOJKHBI BBIMOIHATHCS padoTHukaMu ['BOY mkona Ne 320. B uucno 3anauy,
pelaeMbIX P MPOBEIEHUN BHYTPEHHUX ayAUTOB UH(OPMAIIMOHHON 0€30MacHOCTH, BXO/AT:



cOOp W aHaMM3 WCXOIHBIX MJAHHBIX OO0 OpraHWU3AlMOHHONW M (QYHKIIMOHAIBHOM CTPYKType
MH(OPMAIIMOHHBIX CHCTEM, HEOOXOAMMBIX ISl OLIEHKU COCTOSTHUSI CHCTEMBI 3aIUThl HHPOpMAaIIHH;

aHaJIU3 YTBEPKACHHBIX OPraHU3aI[MOHHO-PACTIOPSAUTENBHBIX TIOKYMEHTOB M0 3aluTe HHhOpMauu
Ha MPEJMET UX MOJTHOTHI ¥ 3 (HEKTUBHOCTH, a TakKe (HopMHpOBaHNE PEKOMEH AN 110 UX JOPabOTKe UITH
pa3paboTKH HOBBIX;

obocHoBaHUE PUHAHCOBOH 3(P(PEKTUBHOCTH BHOBD MPHOOPETAEMBIX CPEICTB 3AIUUTHI HHPOPMALIUHY,

MPOBEpKa MPAaBUIBLHOCTH BHIOOpAa M HACTPOMKU CPEACTB 3alIUThl MHPOpMAIUH, (HOpMUPOBAHHE
MIPEITIOKEHUH 10 UCIIOJIb30BAHUIO UMEIONITUXCS CPEJCTB 3aIIUTH WH(OPMAIIUU ISl TIOBBIIICHUS YPOBHS
Ha&XKHOCTH B O0e30macHocTH nHpopMarmoHHbIX cucteM ['BOY mikoma Ne 320;

aHaJIM3  OTYETOB TIO0  MPOM3OLICAIIUM  HMHIMICHTAM  HWHQPOPMAIMOHHON  Oe30macHoCTH
Y IPUHATHIM MepaM 10 UX pa3pelIeHuIO.

IHoBblIIeHNE 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHu3anuu KOMILJIEKCHOTO IMPOTHUBOJIEHCTBHUS yrpo3am 0€30MacHOCTH HH(OpMAIIH,
ucxoasmuMm ot pabotHukoB ['BOY mkoma Ne 320 jgobkHa  MOCTOSSHHO — MOBBIIIATHCS
UX OCBEJOMJICHHOCTb B 00J1aCTH 3alIUThI HH()OPMALIUH.

[ToBpiienne ocsegomiaeHHocTy paboTHUKOB ['BOY mikona Ne 320 ocymecTBisiercs:

o cymectByromuM B 'BOY mikona Ne 320 oprann3aunoHHO-pacopsiANTENIbHBIM JOKYMEHTAM;

o npumeHsieMblM B 'BOY mikona Ne 320 mepam 3amuTsl HHQOpMaILHH;

0 MPaBUILHOMY HCIIOJIB30BAHUIO CPEJICTB 3AIIUTH HHPOPMAIIIH.

7. 3AKJIIOYEHHUE

[Ipy m3MeHeHUM NEWCTBYIOIIETO 3aKoHOAaTeNbcTBa Poccuiickoit depepanun B 00JIaCTH 3aIIUTHI
uH(popMalUK, a TaKKe OpraHu3alMOHHO-pACTIOPSAUTENbHBIX J0KyMeHTOB ['BOY mkoma Ne 320,
Hacrosias [lonuTrka u u3MEeHEeHus: K Hell MPUMEHSIOTCS] B YaCTH, HE MPOTUBOPEUaIeii BHOBb MPUHSITHIM
3aKOHO/IaTEJIbHBIM U MHBIM HOPMATUBHBIM aKTaM, a TaKKe BHyTpeHHUM JokymeHTaM ['BOY mikona Ne 320.

Bce TpeboBanus, ycTaHOBJIEHHBIE ICHCTBYIONIMM 3aKOHOJATEILCTBOM Poccuiickoit deneparnuu,
MOJI3aKOHHBIMM aKTaMU M JIOTOBOPHBIMM OTHOIIEHUsIMH, a Takke noaxon ['BOY mxoma Ne 320
K 00€CIeYeHHIO COOTBETCTBHUSI 3TUM TPEOOBaHUAM JOJDKHBI OBITh SIBHBIM OOpa3oM ONpEIeIICHBI,
JOKYMEHTUPOBAHbBI U MOAJIEPKUBATHCA B AKTYaJIbHOM COCTOSIHUU.

I'bOY mxoma Ne 320 B THpHOPUTETHOM HAMPABICHUMU JOHKEH pacCMaTPHUBATHCA TEPEXOM]
a TMPOrpaMMHOTO oOOecleueHHEe OTEUEeCTBEHHOTO MPOU3BOJIUTENS, BKIIOYEHHOTO B EIUHBIA peecTp
POCCHICKHMX MpPOrpaMM JUIsl SJEKTPOHHBIX BBIUMCIUTENBHBIX MallMH W 0a3 JaHHbIX. B Tom uuncie
M0 4YacTH CEpPBEPHOTO, KOMMYTAI[MOHHOTO OO0OpYyIOBaHHS M MPOrPaMMHO-ANMapaTHBIX CPEACTB
BKJIFOYEHHBIX B EMHBIN peecTp pOoCCUNCKON PaarOo3IEKTPOHHON MPOTYKIIMH.

[lepecMoTp ¥  BHeceHHME€ W3MEHEHMH B  HacTosmyrw  [lonmuTUKYy — OCYyIIECTBISIIOTCA
Ha MEePUOINYECKON U BHEIJIAHOBOM OCHOBE.
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